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MADE SIMPLE

Your vendor neutral cybersecurity partner
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TECHNOLOGY

EXPERTS

various serv

" Created by expert security engineers, our mission is to help your company anticipate,
detect threats and react accordingly within a defined budget.

LOCAL

Certified 1SO27001 since day

one, our offices are in Switzer-
land and Luxembourg and our
engineers are all local (Swiss
residents for Switzerland) with
clean record: your data do not
cross the borders.

At Hacknowledge, we are:

VENDOR NEUTRAL A TRUSTED PARTNER

We do not resell any oth- ~ We build long-term relation-
er products or services, ships with companies of all siz-
we are vendor neutral. es and industries through our
We will leverage your ex- innovative and “win win” trans-
isting cyber security prod-  parent approach: our interests
ucts and work within a are aligned with yours.
defined budget.

AN EXTENSION OF YOUR TEAM

Our analysts will save you precious
time by automating part of your se-
curity, and by contacting you only
when necessary: your will have more
time to focus on what really matters
for your business.

VISION CYBER MANAGEMENT

Vision Cyber Management by Hacknowledge is a fully integrated enterprise-level Managed Detection
and Response (MDR) service combining the value of your logs with our cutting-edge custom sensors,
allowing our security experts to better identify the threats targeting your organization.

Hardware and software setup,
configuration, maintenance,
updates, adapted to your
needs in a completely trans-
parent way.

Full access to your data, Custom sensors developed
with the possibility to use to provide visibility to your
opensource technology network, and reduce false
or your existing Splunk / positives, combining securi-
Azure Sentinel SIEM. ty features such as IDS, vul-

nerability scanning, honey-
pot, file analysis...

We provide access to many other
features available from our cus-
tomer portal, such as canaries,
sandbox, pentesting, phishing
test, security awareness, threat
intelligence, incident response,
and more...

24X7 MONITORING DEDICATED SENIOR TAM YEARLY PROFESSIONAL ADVICE

Our security experts simplify your life by  Your dedicated Technical Account Manager will
filtering only the alerts that truly require  present you a monthly security report including
your attention, reducing alerts from 20+  executive summary, identified problems over

per day to a few per month.

the past period, a summary of your security pos-
ture and personalized recommendations.

We are at your disposal to help you
make the right decisions, handle
alerts, work on new use cases, or
any other request from you regarding
your IT security.

Our technology and experts are all included in a unique and predictable all-in-one package:

VISION CYBER MANAGEMENT by Hacknowledge.


https://hacknowledge.com/technology/
https://hacknowledge.com/technology/#management
https://hacknowledge.com/services/#diagram
https://hacknowledge.com/services/

Independently, or in addition to our all-inclusive Cyber Management
solution, we also offer a variety of services, including:

CONSULTING
Focusing on fulfilling our client’s needs and helping them solve their issues

Splunk® technologies: Our team of Splunk Core Certified Consultants is at your
disposal to help you with Design, Architecture, Log Management, Migrations, Optimiza-
tion, Custom Apps and Add-ons development, Advanced Dashboarding, Integration to
our MDR service and Trainings.

Microsoft® Azure Sentinel: We can help you manage the deployment,
configuration and the tuning of Azure Sentinel. Microsoft Azure Sentinel can
be integrated with our MDR solution to provide a 24x7 Monitoring service with
our experts security analysts.

We are able to perform Purple teaming, Incident response, Security audits, Ad-
vanced analytics across companies of all sectors and sizes.

OFFENSIVE SECURITY

To anticipate Threats, and proactively protect your computer systems,
networks and individuals from attacks

Penetration Test: Hacknowledge experts will execute real-life based attack
scenarios in order to bring value to our customers, allowing them to quickly
remediate and significantly reduce their attack surface.

Using Blackbox / Greybox / Whitebox approaches or several combined,
Hacknowledge proposes a panel of different penetration tests to cover your
whole infrastructure such as Web application, External, Remote Access,
Internal, WIFI, Physical, Phishing campaigns as well as Adversary Simulation
and Red Team engagements.

pr

CSIRT: INCIDENT RESPONSE

In the event of a proven attack, you can count on our Incident Response Team
to assist you in quickly identifying and containing the discovered threat.

Incident Preparation: Our experts from the CSIRT team will help you get ready

Forensic Analysis: Analysts at Hacknowledge can collect digital evidences with
state of the art techniques ensuring the continuity of the chain of custody for
legal procedure.

Cyber Crisis Management Support, Purple Teaming Collaborative Testing
and much more.

TRAINING: THE HACKADEMY

Upgrade your skills with our trainings taught by industry experts and
guaranteed to provide the most extensive, affordable and practical
hands-on training experience.
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With our wide variety of courses and a team of instructors, we make
learning interesting, affordable and fun.
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Hacknowledge SA

Le trési 9B, 1028 Préverenges
Switzerland

Tel: +41 21 519 05 01
info@hacknowledge.ch

Hacknowledge Lux SA

9 Rue du Laboratoire, 1911 Luxembourg
Luxembourg

Tel : +352 2030 15 86
info@hacknowledge.lu
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